AADHAAR s e

Be a part of the Team that drives the AADHAAR Project

Position: Data Centre Security & Risk Manager
Location: Delhi NCR

JOB OBJECTIVES
Overall ownership for all deliverables relating to the data centre security of the UID authority
ROLES & RESPONSIBILITIES

e SPOC for security & risk related issues & their resolutions

e Qversee activities at security operations centre & risk matters

e Assist UIDAI in effective implementation of security & risk frameworks

e Providing periodic updates on risk management & security tracks

e Leading risk identification, quantification & management efforts related to technology at

UIDAI

e Required to understand business & technology requirement while addressing security & risk
assessments

e Ensure knowledge management on security & risk matters are being maintained & up to
date

e Review design of technical & project documentation & maintain the same

e Review & assist in implantation of BCP framework for UIDAI ecosystem

e Establishing information security as an enabler of UIDAI core technology processes

e Review, tracking & validation of various periodic reports eg Audit reports, risk assessment
reports, quarterly vulnerability report submitted to UIDAI

EXPERIENCE

e Relevant experience of 5+ years
e CISSP/CISA/CISM/ISO 270031000/NIST/COBIT or equivalent (any one certification)
Knowledge of risk management frameworks

REQUIRED SKILL SETS & COMPETENCIES

e |T security experience, in one or more of the following areas: application level, server
operations (system administration) level and or/ network security level- experience in
multiple areas is strongly preferred

e Mature understanding of IT risk management, compliance & regulatory requirements

e  Utilizing analytical skills in order to resolve complex security vulnerability & design
compensatory controls

e Manage application security & remediation activities



e Perform assessment & or implementation of appropriate security methods & control
techniques such as password & access management, segregation of duties, logging &
monitoring, data encryption, data backup & recovery etc

e Translating & communicating complex technical topics into practical business terminology to
multiple constituencies verbally & in writing

o Application & understanding of the ISO 27001:2013 information security standard

e Knowledge of BCP

Tenure: 3 years contract

Click here to apply
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